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What is SSPR (Self-Service Password Reset)?

Self-Service Password Reset (SSPR) is a service that allows for users to reset their passwords without admin

intervention or creating a service ticket. This will help the user access their account faster, and remove
administrative overhead associated with these types of requests.

Requirements to Enroll

To enroll, you must have two or more MFA (Multifactor Authentication) methods enabled on your account. For
example, this can be the Microsoft Authenticator app and your office phone number OR a combination of a phone

number, email address, Authenticator application, or security key. If you only have one, you will be required to
register another to use SSPR. To verify what is currently enabled, please visit:

https://mysignins.microsoft.com/security-info

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.
. . Sign-in method when most advisable is unavailable: Microsoft Authenticator - nofification Change
Only one authentication method - cannot |
-+ Add sign-in method
.
e n rOI I I n SS P R. Qs Phone Change Delete

Security info [ passmors Last updated:

2 months ago Change
These are the metheds you use to sign into your account or reset your password.

Microsoft Authenticator Delete
You're using the most advisable sign-in method where it applies. S Push multi-factor authentication (MFA)
Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

~+ Add sign-in method

Q, Phone Change Delete m

Last updated:
[=] Password 2 months ago Change

Two or more authentication methods - can
enroll in SSPR.



https://mysignins.microsoft.com/security-info
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Add a new authentication method

To add a new authentication method, click on “Add sign-in method” and select the method you wish to use:

Security info

These are the methods you use to sign into your account or reset your password

You're using the most advisable sign-in method where it applies.
Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

-+ Add sigh-in method

&, Phone Change

Last updated:
[=] Password 2 months ago Change

Microsoft Authenticator
< Push multi-factor authentication (MFA)

Add a sign-in method

Lt)]

Passkey in Microsoft Authenticator
Sign in with your face, fingerprint, PIN

Security key
Sign in using a USB, Bluetooth, or NFC device

Microsoft Authenticator
Approve sign-in requests or use one-time cades

Hardware token
Sign in with a code from a hardware token

Alternate phone
Get a call to sign in with a code

Office phone
Get a call to sign in with a code

Email
Receive a code to reset your password

App password

Use this to sign in to a specific app that requires a password

NN

STEP TWO

Select the preferred
method of choice and
follow the prompts.
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Using SSPR
Users may utilize SSPR (Self-Service Password Reset) through two ways:

« Through a Marine Institute-issued computer at the login screen
* Online or through Microsoft 365 sign-in prompts in applications

Outlook
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Using SSPR
Select if prompted “Work or school account” and enter in your email address as well as the security code:

Microsoft

Get back into your account

Who are you? IMPORTANT NOTE
To recover your account, begin by entering your email or username and the characters in the picture or audio below. De pen din gonw here you are
el o7 Usermame ™ resetting your password, the look
0 may be different, but the steps are
- the same. Follow all instructions
as they appear.

Enter the characters in the picture or the words in the audio. *

e G
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Using SSPR

Select your preferred authentication method and follow the prompts that appear. You will need to repeat this twice.
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Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

Text my mobile phone
O call my mobile phone

O call my office phone

O Approve a notification onfmy
authenticator app

O Enter a code from my
authenticator app

In order to protect your account, we need you to enter your complete mobile
phone number (*****&*xi41) helow. You will then receive a text message with a
verification code which can be used to reset your password.

‘ Enter your phone number

Text e
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Once you have proven your identity, you will be given the option to reset your password. You have successfully utilized SSPR.

Questions or Concerns?
Let us know by contacting our Service Desk at servicedesk@mi.mun.ca or come visit us to learn more.



mailto:servicedesk@mi.mun.ca
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